
Malware memory analysis is the process of examining a computer's memory
(RAM) to detect and analyze malicious software (malware). This type of
analysis helps identify malware that may not be visible on the hard drive and
can reveal hidden or running malicious activities.

For beginners, the key points are:

Memory (RAM): A temporary storage area that holds data and programs
while the computer is in use.
Malware: Malicious software designed to damage, disrupt, or gain
unauthorized access to computer systems.
Analysis: The examination of memory content to find suspicious patterns
or behaviors indicative of malware.

Memory analysis involves using specialized tools to capture the contents of
RAM and then scrutinize it for signs of malicious activity. This can include
searching for hidden processes, network connections, and unusual patterns
that are characteristic of malware.
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Malware memory analysis is essential because it provides a comprehensive approach to
detecting and understanding malicious software that may not be visible or accessible
through traditional file-based analysis methods. By examining the contents of a computer's
RAM, analysts can identify malware that operates solely in memory, bypassing standard
detection techniques that focus on the hard drive. This is particularly important for
uncovering sophisticated threats that employ advanced evasion tactics to remain
undetected.
Memory analysis allows for the detection of active malware processes, providing real-time
insights into ongoing attacks and enabling quicker response and mitigation. It can reveal
hidden processes, anomalous network connections, and suspicious behaviors that are
indicative of malware activity. Furthermore, memory analysis can recover valuable volatile
data, such as encryption keys, passwords, and session tokens, which are critical for
understanding the full scope of an attack and potentially forensically linking different
elements of a security breach.
Incorporating memory analysis into a security strategy enhances the overall ability to
detect, analyze, and respond to threats, thereby improving the resilience and security of
computer systems. This deeper level of analysis is vital for identifying and neutralizing
advanced persistent threats (APTs) and other sophisticated forms of malware that
traditional security measures might overlook.

Why we need Malware Analysis ? 
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For memory forensics, several specialized tools are used to analyze the contents of a computer's memory (RAM)
to detect and understand malicious activities. Here are some of the most common tools:
Memory Forensics Tools

Volatility Framework:1.
An open-source memory forensics framework for incident response and malware analysis.
Supports multiple operating systems and provides numerous plugins for extracting information from
memory dumps, such as running processes, open network connections, and loaded drivers.

Rekall:2.
Another open-source memory forensics tool similar to Volatility, which originated as a fork of Volatility.
It offers powerful analysis capabilities and extensive documentation.

FTK Imager:3.
A tool by AccessData for creating forensic images of memory and other data sources.
It can capture live memory and is often used to acquire data before analysis.

LiME (Linux Memory Extractor):4.
A tool for acquiring memory dumps from Linux systems.
It allows the extraction of RAM content from volatile memory for forensic analysis.

Redline:5.
A tool by FireEye that provides host investigative capabilities, including memory and file analysis.
It assists in collecting memory dumps and analyzing them for signs of malicious activity.

MemDump:6.
A simple tool for dumping the contents of system memory to a file for later analysis.
Often used to create a snapshot of memory for offline analysis.

DumpIt:7.
A free tool for capturing memory from Windows systems.
It is easy to use and creates a memory dump that can be analyzed with other forensics tools.

Common Malware Analysis Toolkit
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Overview: Cridex (or Dridex) is a banking Trojan that employs advanced techniques to evade detection and
facilitate the theft of financial information. Memory forensics is crucial in analyzing Cridex due to its ability to
operate in memory and evade traditional file-based detection methods.
Memory Acquisition:

Live Memory Dumping: Tools like FTK Imager or DumpIt are used to capture the contents of RAM while the
system is running. This helps in analyzing the active processes and network connections associated with
Cridex.

Memory Analysis Steps:
Using Volatility or Rekall:1.

Load the memory dump into a forensics tool like Volatility.
Use plugins to extract information about running processes, network sockets, and loaded DLLs.

Identifying Malicious Processes:2.
Look for processes that exhibit suspicious behavior, such as unusual names or those running from
unexpected locations.
Check for injected code or modified processes that may indicate Cridex activity.

Network Connections:3.
Analyze active network connections to identify communications with known Cridex command and control
servers.
Use the netscan or connscan plugins to identify any abnormal network activity.

Recovering Artifacts:4.
Extract artifacts like clipboard content, which might contain stolen information, or passwords saved in
memory.
Use the cmdscan or consoles plugins to examine command history that might reveal user interactions
with the malware.

Detecting Persistence Mechanisms:5.
Analyze the registry keys and services that might indicate how Cridex maintains persistence on the
infected system.
Look for unusual entries that may have been created by the malware.

Memory Analysis Study Case ( Cridex )
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Volatility Framework 2 : https://github.com/volatilityfoundation/volatility/releases

Tools and Sample Download Links .
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Dumpit Download Link : https://www.magnetforensics.com/resources/magnet-dumpit-for-windows/

Cridex Malware Sample : https://ics.muni.cz/~valor/pv204/images/cridex.vmem.bz2



Volatility Framework 2 : https://github.com/volatilityfoundation/volatility/releases

Tools and Sample Download Links .
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Dumpit Download Link : https://www.magnetforensics.com/resources/magnet-dumpit-for-windows/

Cridex Malware Sample : https://ics.muni.cz/~valor/pv204/images/cridex.vmem.bz2



Checking Image info of infected host
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As security researcher or incident responder we should detect the image info of infected host machine regarding
to profile parameter in volatility framework . because without indicating the profile of infected host machine it is
not possible to use volatility framework and continue to analyzing our infected host machine

command to use : vol.exe -f cridex.vmem imageinfo



Checking Process List 
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In Volatility, checking the process list involves using the pslist plugin to extract and display a list of processes
that were running in the memory image at the time it was captured. This information can be crucial for
identifying suspicious or malicious processes.

command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 pslist



Checking Process Tree
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In Volatility, checking the process tree involves using the pstree plugin, which provides a hierarchical view of all
running processes at the time the memory image was captured. This visualization is useful for understanding the
parent-child relationships between processes and identifying potentially malicious activity.

command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 pstree



Common Tips During Checking Pslist #1

Malware 
Memory Analysis

w w w . g i t h u b . c o m / m a l f a v

Regarding to your experience during memory analysis journey it is important to understand which process
should have multiple running in infected machine . because there some process that should have only one time
running not other . understanding this strategy will save you from wasting your time 



Common Tips During Checking Pslist #2
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Regarding to your experience during memory analysis journey it is important to understand which process
should have multiple running in infected machine . because there some process that should have only one time
running not other . understanding this strategy will save you from wasting your time 



Common Tips During Checking Pslist #3
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Regarding to your experience during memory analysis journey it is important to understand which process
should have multiple running in infected machine . because there some process that should have only one time
running not other . understanding this strategy will save you from wasting your time 



Common Tips During Checking Pslist #4
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Regarding to your experience during memory analysis journey it is important to understand which process
should have multiple running in infected machine . because there some process that should have only one time
running not other . understanding this strategy will save you from wasting your time 



Investigation Running Process Part 1 
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Investigating running processes is a crucial step in memory forensics, especially when analyzing for potential
malware like Cridex. Here’s how you can approach the investigation of running processes using tools like
Volatility :

Checking For Suspicious Process name
Checking for Process with different parent process id ( PPID ) 

in this case we have the process name known as reader_sl.exe

command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 pslist



Investigation Running Process Part 1 
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While selecting the suspecious process name we will have to know what is the process functionality in
additionw what is the purpose of this supecious process 

based on the search that maybe a infected host machine has been compromised by malicious documents such
as .pdf or .docx 



Investigation Running Process Part 1 
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another plugin from volatility we can use for indicating which process or which program created a
reader_sl.exe because it can give us more indicator .

command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 pstree

based on the details of pstree plugin we have clue that explorer.exe is creating reader_sl.exe . it maybe lead to
that infected host machine opened the malicious documents that recevied by attacker .



Investigating Process Internet Connection
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Investigating a process's internet connection in memory forensics is crucial for identifying potential
malicious activity, such as communication with command and control (C&C) servers. Here’s how to conduct
this investigation using Volatility:
command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 connscan

There two process made a connection with remote address on of them is explorer.exe and other one is
suspected process reader_sl.exe . but we have to ask a logical question to us : why should reader_sl.exe make a
internet connection ? let is check the remote IP Address on VirusTotal . 

Note : 1484 is reader_sl.exe Parent Process ID ( PPID )



Checking reader_sl.exe remote IP Address

Malware 
Memory Analysis

w w w . g i t h u b . c o m / m a l f a v

IDuring investigation the suspected process reader_sl.exe and their remote IP Address that tried to make a
connection with it we will checking this remote IP Address on VT ( VirusTotal ) to indicate this Remote IP
Address is malicious or not .

The Suspected reader_sl.exe process and their remote IP Address spotted by 4 detection engines as malicious .
so we have the basic clue that there something wrong at infected host machine . let is continue our analysis .



Checking reader_sl.exe remote IP Address
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IDuring investigation the suspected process reader_sl.exe and their remote IP Address that tried to make a
connection with it we will checking this remote IP Address on VT ( VirusTotal ) to indicate this Remote IP
Address is malicious or not .

The Suspected reader_sl.exe process and their remote IP Address spotted by 4 detection engines as malicious .
so we have the basic clue that there something wrong at infected host machine . let is continue our analysis .



Checking Command History on Infected Host
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Checking command history on an infected host is an important step in memory forensics, as it can reveal user
interactions with the malware or other suspicious activities. Here’s how to investigate command history using
Volatility:

Command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 cmdline

Note : Something abnormal available on cmdline plugin result . the real location of explorer.exe is
C:\Windows\System32 . but in this case the explorer.exe location is C:/Windows . it may be process injection
happened or replacing the legitimate explorer.exe to other one .



Checking DLL List of running process

Malware 
Memory Analysis

w w w . g i t h u b . c o m / m a l f a v

Checking the DLL list of a running process is a critical step in memory forensics. It helps identify any loaded
libraries that may be unusual or potentially malicious. Here’s how to perform this task using Volatility:

Command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 dlllist



Checking for Malware malfind plugin
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The malfind plugin in Volatility is a powerful tool for identifying potential malware within a memory dump. It
scans for injected code or anomalous memory sections typically associated with malware. Here’s how to use
the malfind plugin effectively:

Command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 malfind



Checking for files filescan plugin
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The filescan plugin in Volatility is used to identify file objects in memory that may not have been mapped to
disk, making it useful for detecting hidden or injected files used by malware. Here’s how to use the filescan
plugin effectively:

Command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 filescan

Note : regarding to your time . we can use | findstr in windows or | grep in Linux to search for specfic file on this
infected host machine 



Spotting Suspicious .exe file in filescan plugin
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In previous file scanning within filescan plugin in volatility and performing findstr | “.exe” we have spotted
suspicious file known as “ \KB00207877.exe “ 

Command to use : vol.exe -f cridex.vmem --profile=WinXPSP3x86 

Note : for dumping the suspected file we will use Volatility workbench . it is GUI version of volatility
framework . it can make our job easier . 

Download Link : https://www.osforensics.com/downloads/VolatilityWorkbench.zip



Dumping Suspected File Volatility GUI
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In previous file scanning within filescan plugin in volatility and performing findstr | “.exe” we have spotted
suspicious file known as “ \KB00207877.exe “ we are going to dump it Inshallah by using Volatility GUI .

Guide to filtering and checking files :

Guide to Dumping Files :

Copy The Offset or Virtual Address .



Dumping Suspected File Volatility GUI

Malware 
Memory Analysis

w w w . g i t h u b . c o m / m a l f a v

In previous file scanning within filescan plugin in volatility and performing findstr | “.exe” we have spotted
suspicious file known as “ \KB00207877.exe “ we are going to dump it Inshallah by using Volatility GUI .

Guide to Dump Suspected File ;

Note : The Suspected file has been successfully dumped on volatility workbench folder . then we can upload it
into VT ( VirusTotal ) regarding to it is a malicious file or not . 



Uploading Dumped File into VT 
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After Dumping the suspicious file we will going to upload the dumped file into VT ( VirusTotal ) to have enough
information to indicate this dumped file is malicious or only false posative . 

Result File 1 : 

Result File 2 : 



Investigating Timeline timliner plugin
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The timeliner plugin in Volatility is used to create a timeline of events based on timestamps extracted from
various artifacts in the memory image. This can help in understanding the sequence of actions taken by a
system, which is particularly useful during incident response or forensic investigations.

Command to use ( normal use ) : vol.exe -f cridex.vmem --profile=WinXPSP3x86 timeliner
Command to use ( pipe into txt file ) : vol.exe -f cridex.vmem --profile=WinXPSP3x86 timeliner > timeline.txt



Investigation Clipboard hooking 

Malware 
Memory Analysis

w w w . g i t h u b . c o m / m a l f a v

The wndscan plugin in Volatility is used to scan for window objects in memory. This can be useful for
identifying visible and hidden windows created by processes, including those that may be associated with
malware or suspicious activity.

Command to use ( normal use ) : vol.exe -f cridex.vmem --profile=WinXPSP3x86 wndscan
Command to use ( pipe into txt file ) : vol.exe -f cridex.vmem --profile=WinXPSP3x86 wndscan> wnd.txt
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